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ITPUKA3

22.07.2021 r. Ne 370

006 yrsep:kaennn Ilomoxkennsi 00 HCIOJIL30BAHHHI
HH(OPMAIMH OIPAHUYEHHOT0 IOCTYNA,

B  memix peammzammm  OenepanpHoro  3akoma ot 25.12.2008 2N 273-@3
«O IpOTUROAECUCTBUYU KOPPYIIITHHY,

ITPYIKA3BIBAIO:

1. Vreepauts Iomoxenue 06 HCIoIp30BaHIN HHOOPMAIIUH OTPAHUYEHHOTO JIOCTYIIA.

2. Beectu Ilonoxxenne 00 HCHIONIB30BAaHHUM HMHGOPMAIUME OTPAHHYEHHOIO IOCTyIla B JeHCTBHE
¢ 22 mons 2021 ropa.

3. Orneny xanpos BKmOYHTE [looxenre 06 MCIONB30BaHAN HHOOPMAIMH OTPAHAYEHHOTO JOCTYIIA
B CIIMCOK JIJIsI O3HAKOMJIEHHS PaOOTHUKOB IIPY IIPUHATHH Ha paboTy.

4. PyxopopurenaM InonpasjeneHuil jposectn [losokeHwe 00 WCIOABb30BaHMM HMH(DOPMAIMH
OIPaHUYEHHOT'O JIOCTYIIA JI0 O {YAHEHHBIX.

5. KoHTposk 3a HCIIOIHEHNEM HACTOSIIIEr0 IPUKa3a OCTABIISIO 38 COOOM.

Fy
I'maBHEI Bpau {Zé ; / < . C.M. XmensHukep
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ITpuka3 Ne370 ot «22» mrons 2021 r.

MNOJIOKEHUE
00 HCI0JIL30BAHMHM HHGOPMAIMH OrPAHHYEHHOI0 A0CTYIA

1.001mue moJs10xeHust

1.1. Hacrosmee Ilonoxenus o6 HCIIOIp30BaHU HHGOPMAIIMA OTPAHUYEHHOTO JOCTYIIA
(manee — IlomoxeHue) pazpaboTaHo B neisx peanusanuu PenepanbHoro 3akona «O06 ocHOBaX
OXpaHbl 310pOBbs rpaxkiad PDy» or 21 Hoa6ps 2011 roma Ne 323-03, denepansaoro 3akona «O0
uHpopManuy, NHGOPMAIMOHHBIX TEXHOIOTUAX U 0 3aumTe uHpopmanmu» ot 27 uons 2006 roga
Ne 149-®3, DenepanpHoro 3akoHa «O MepCOHANBHBIX HaHHBIX» OT 27 wmrois 2006 roma Ne 152-03,
@enepansHoro 3akoHa «O0 31ekTpoHHONM moxmucuy» ot 6 ampens 2011 roga Ne 63-@3, Vkasa
ITpesunenra Poccuiickoit @eneparnuu «O Mepax 1o obecnedeHuro nHHOPMAHOHHOM 6e30acHOCTH
Poccuiickoii @enepaniuy Ipy HUCIOIB30BAaHUYA HH(POPMAITOHHO-TEICKOMMYHUKAIIMOHHEIX CeTeH
MEXKIYHApOAHOro HHGOPMAaIOHHOro oOMeHay» oT 17 mapra 2008 roma Ne 351, Vkaza Ilpesunenta
Poccuiickoit ®enepanuu «O mMepax 1o odecreyeHro NHPOpMAIMOHHON 6e3omacHocT Poccuitckoi
denepanuu pu HCIIOJIb30BAaHUU MH()OPMAIIMOHHO-TEIEKOMMYHUKAITUOHHBIX cereit
MEXTyHapoIHOro MH(opManuoHHOro odmena» or 17 mapra 2008 roga Ne 351, ITocranoBieHus
IIpasurennscrsa Poccuiickoit @enepanun «OO0 yTBep:KICHUN TPeOOBAHUM K 3alUTE ITEPCOHATBHEIX
JAHHBIX IIpH UX 00paboTke B MH(OPMALMOHHBIX CHCTEMaX MEPCOHAIBHBIX MAHHBIX» OT 1 HOAOp
2012 roma Ne 1119, Ilpukaza ®CTOK Poccum «O6 yrtBepkmenwu CocraBa M COJCp:KAHUS
OpPraHM3aIMOHHBIX M TEXHUYECKUX Mep II0 OO0ECHEYEeHHMI0 0O€30IacHOCTH MEPCOHANBHBIX JTaHHEBIX
npyu ux 00paboTKe B MHPOPMALMOHHBIX CUCTEMaX MEPCOHATBHBIX JaHHEIX» OoT 18 despans 2013
rojga Ne 21.

1.2. Wndopmanusa - cBefeHus (COOOIIEHUS, JaHHBIC) HE3aBUCHMO OT (QOPMEI HX
IIPEJICTaBICHUS.

HNudopmanus KOHQUIEHIMAILHOTO XapakTepa - CBEJACHHMS O (GakraX, COOBITHAX WU
00CTOATENBCTBAX YACTHOM JKU3HH I'pakKHaHWHA, O3BOJIIONINE HICHTH(GUIMPOBATH €0 JIMIHOCTE
(mepcoHalIbHEIE JaHHBIE), CBEIEHHS, CBA3aHHBIC ¢ MPO(ECCHOHATBHOM IEATEIBHOCTBIO, HOCTYII K
KOTOPEIM Orpanuyed B coorBercTBUU ¢ KoHcTurymuei Poccutickoit demepanuu u demepaasHEIMI
3aKoHaMH (BpaueOHas TaiiHa).

Joctyn k MHGOpMAaIUy - BO3MOXHOCTH ITOIYYESHUS HHPOPMAITIH U €€ HCIIONL30BaHuUs.



Konpunenuuansnocts uHOpManuy - 00sS3aTeNBHOE JUIS  BBIIONHCHUS JIAIIOM,
MOJTyYMBIIAM JIOCTYIl K OIpeleseHHod uHdopmanuy, TpeGoBaHMe HE IIepenaBaTh TaKyIo
HUH()OPMAIMIO TPETBUM JIMLaM 0e3 coriacus ee 00J1afaTes.

[lepconanbubie JaHHEIE - M00as MHOOPMAIKSA, OTHOCAINAICS K IIPAMO UM KOCBEHHO
ONPEICICHHOMY WU OTIPEEIIeMOMY HU3HIECKOMY JIULY (CYyOBEKTY MEPCOHANBHBIX JAHHEIX).

BpaueOnas Talina - cBegeHms o (akte oOpalleHds TIpaXKIaHAHA 33 OKa3aHUEM
MEIUIMHCKOH IIOMOIIH, COCTOSHMHU €0 3M0POBBS U JUArHO3€, UHbIE CBEICHUS, MOIYUCHHEIE IIPH
€ro MEJULIMHCKOM 00C/IeI0BAaHUY U JICUCHUH,

1.3. HMudopmanus KOHOUISHIMATEHOTO XapakTepa HE MOXET OBITh HCIIONb30BaHA B
[eJIAX HapyIICHUS MpaB M 3aKOHHBIX MHTEPECOB IpaKiaH, opranusanuii, padotaukos 'AY3 CO
«II'B Ne20».

1.4. 3amura wuHQOpMANMM KOHOUACHIMAIBHOTO XapaKrepa IPOM3BOAMUICA HA
OCHOBaHUH JEHCTBYIOIIETO POCCHICKOrO 3aKOHOATENbCTBA, PETYIUPYIONErO OOIIECTBEHHBIE
OTHOLIEHUA B cepe 3aIUTh HHbOPMaIMK i HacTosmero [lonoxenns.

2. OOszannoctu padoraukoB 'AY3 CO «II'b Ne20» mo 3ammure nudopmanum
OrpaHHYEHHOIO0 J0CTYIIA H OTBETCTBEHHOCTH 32 ee pa3IJlalleHue.

2.1.Pa6oruxku T'AYV3 CO «II'B Ne20» B pamkax peaqusanud Mep IO 3alluTe
MH(OPMAIUU OTPAaHUUEHHOTO JOCTYIIa 00S3aHbI:

- 3HaTb M coOmoxate TpeOoBaHus Hacrosmiero IlookeHHs, a TaKKe MHBIX
HOpMaTUBHGIX akKTOB I'’AY3 CO «III'b Ne20» no BompocaM o0pabGOTKU M 3aIUTH HH(DOpPMAITHK
KOH(HUEHIMAIBHOIO XapakTepa, TpeOOBaHUS IEHCTBYIOIIEr0 POCCUHCKOTO 3aKOHONATENHCTRA,
PETYJIMPYIONIEr0 0OIMIECTBEHHBIE OTHOLIEHUS B chepe 3amuThl HHbOpMarun KOHOUIEHINAILHOIO
Xapakrepa;

- HE pasrjamark CTaBIIyI0 UM H3BECTHON B CBSI3M C MCIOJHCHHEM JJOJDKHOCTHBIX
obs3anHoCcTEll  MHQOpPManMIO KOHQUAEHNIMAIRHOTO  XapakTepa, He WCIONb30BaTh TAKYIO
MH(POPMAIIHIO B IEIISIX, HE CBSI3AHHBIX C UCITOJIHEHUEM CBOMX JIOJDKHOCTHBIX 00s3aHHOCTEH

- 3HAKOMUTBCS TOJIBKO ¢ TOH HMH(MOpManueld KOH(UACHIMATIBHOIO XapaKTepa, K KOTOpoi
II0JIy4Y€H JIOCTYII B CHILY MCIIOJTHEHUS CBOUX JODKHOCTHBIX 00S3aHHOCTEN;

- mepenare I'AY3 CO «UI'b Ne20» mpu mnpexkpameHun WIA PacTOPKEHUH TPYIOBOTO
JIOTOBOpa, HUMeEIoIuecs B UX IIOJIL30BAHUM  MaTEpHAIbHBIE HOCUTEIN HHOOpMAaIuu
KOH(QHUIEHIINATIBHOIO XapaKkTepa, YJOCTOBEPEHUS, KIIOYM OT IMOMEINEHWM, XpaHWIuIl, ceHdos,
JIMYHBIC [1€YaTH;

- coOmoaTe npaBwia pabOThl ¢ JOKYMEHTaMH ¥ WHBIMM HOCHUTEIIAMH, COAEPIKALIAMU
HH(bOpPMAIHIO KOHQHICHIIMAIBHOIO  XapakTepa, MOPSAJoK paboThl ¢  XpaHWIUIAMU
MHAWBUYAJIBHOTO TI0JIE30BaHU;

- co0mogarh ImpaBuia paboOTEl €O CPEICTBAMHU 3amUTHl MHGOpMANMH M JOCTyIA K
AJICKTPOHHBIM JIOKYMCHTaM, COAEpKAUMM HHOOPMAIMIO KOH(QUICHIHAILHOTO XapaKTepa, [pu
o6pabotke Takoi uHbOopMaIK B HHOOPMAITMOHHEIX CHCTEMAX;

- 0 CTaBHIMX KM M3BECTHBIX (aKTax U OOCTOATENBCTBAX YTEUKH WHPOpMAIUK
KOHOUIECHIMATBHOIO Xapakrepa, o0 yTpaTe, HexocTade, HAPYUICHUH MOPs/IKa OOpalleHus ¢
HOCUTEIIMU Takoi WHGopManuu, yAOCTOBEPEHUSMH, KIIOYaMU  OT IIOMEIIEHUH, JIMIHBIX



XPAHWIHIN, JTAYHBIMU NEYATSIMU U O JpYruX (hakraxX, KOTOphle MOTYT IPUBECTH K Pa3IJIaIlleHHIO
MH(OpMAMA KOHQHICHIMATLHOIO XapakTepa, a TAKXKe O MOMBITKAX IOCTOPOHHHUX JIHIL IIOTYYUTh
OT HUX TaKylo HHGOPMAIMIO WIM O MOIBITKAX HECAHKIMOHMPOBAHHOIO AOCTYIA K HH(pOPMAIHH
KOH(UICHIMAIBHOIO Xapakrepa, oOpabarTeiBaeMoil B MH(bOPMAIMOHHEIX cucremMax I'AY3 CO
«I'b Ne20», HezameTUTEIEHO CTABUTE B U3BECTHOCTH HEMOCPENCTBEHHOTO PYKOBOUTEIIS.

3. KoHTpoub cocTosinus 1 3¢ ¢eKTHBHOCTH 3aIMHTHI HH(OPMALHH
KOH(pHICHIHATBLHOI0 XapaKkTepa

3.1.KoHTpons  cocTosgHuS U 3¢ HEKTUBHOCTH 3aIl0UTEl  WHGpOpPMaHU
KOH(UIeHIMATEHOTO XapakTepa (n1anee — Kourpoins) B TAV3 CO «III'B Ne20» opranmsyercs u
IIPOBOAUTCS B ILEISIX OIECHKM COOTBETCTBUA 00paboTku MHGpOpMAIMU KOH(PUIECHINAILHOIO
Xapakrepa TpeOOBaHMAM K €€ 3aIlUTe, B TOM 4YHCIe TpeGOBaHMSAM K 3allUTe IePCOHAIBHBIX
J@HHBIX, YCTAHOBJICHHBIM (eNEpaTbHBIMH 3aKOHAMU ¥ WHBIMA HOPMATUBHBEIMHU IIPABOBLEIMH
akramu Poccniickoii ®enepanuu, HacTosmuM IloToKeHWEM W WHBIMH HOPMAaTHBHBIMH aKTAMH
I'AY3 CO «III'b Ne20», BBIABICHHMS BO3MOXHBIX KaHAJIOB YTEUKH, HECAHKI[MOHUPOBAHHOIO
JocTyna K MHGopManuy KOHGQHIEHINATEHOTO XapaKkTepa, ONeHKH 3P PEKTUBHOCTH IPHHIMAEMbIX
Mep 1o obecrneyeHuro O€30IIaCHOCTH Takoil HMHGOpMAanMu, BBIPAOOTKM IPENIOKEHUH U
PEKOMEHIAIKH 10 COBEPIIEHCTBOBAHMIO CUCTEMBI 3amuThl nHGopmanuu B 'AY3 CO «I{I'G No20y.

3.2.KoHTposs TpeArnosaracT B TOM YHCIIE MPOBEICHHUE CICAYIOMUX MEPOIPHUATHIA:

- c6op, 06oOIeHre ¥ aHANN3 CBEIEHUI O COCTOSHHUHM CHCTEMBI 3aIlUThHl MH(OPMAIHH
BI'AY3 CO «II'b Ne20x»;

- IPOBEPKY COOMIOJICHNUS yCTAHOBIEHHBIX HOPM U MIPABWI, YCIOBUN 00pabOTKH 1 3aIUTEI
nHbopMaK KOHOHICHIUATILHOIO XapakTepa, 0OpalieHus ¢ HOCUTSIAMM Takoil uHpopMaluy, B
TOM YHCJI€ IPOBEPKY HATMYMS YKAa3aHHBIX HOCUTEIIEH;

- TIIPOBEPKY COOMIONEHMS IIPaBWJI JOCTYHa K MHGOPMAIMU KOHGHUICHIMAILHOTO
Xapakrepa, K TEXHUYECKUM CPEJCTBAM, NpeIHa3HAYeHHBIM I 00paboTKU Takoit wuHbopMmanuu, B
IIOMEILEHUAX, B KOTOPBIX pa3MEIIeHEI TaKUE CPEICTRA;

- POBEPKY COOJIIONIEHNs YCTaHOBICHHOIO IIOPSJKAa U YCIOBHI IPHUMEHEHUS CPEICTB
3aIUTHl HHGOPMAITHN;

- BBIABJIEHHE yrpo3 Oe30macHOCTU MH(pOpManuu KOH(UACHIMAIBHOIO XapaKrepa;

- obHapyxxeHue (aKTOB pa3IJIallleHUs, YTEYKH, HECAHKIIMOHHPOBAHHOIO HOCTYIA K
uHpOpMAIY KOHGUIEHIMATPHOTO XapaKTepa, CIEIHATbHEIX BO3ACHCTBHII Ha Hee;

- BBIABJICHUE HapylleHud TpeOoBaHUM 3akoHomaTenbcTBa Poccuiickoit enepanuu,
Hacrogmero  Ilomoxkenuss ©  wuHBIX  HOpMaTHBHEIX  akToB ['AV3 CO «III'B No20y,
PErIaMeHTUPYIONIMX BOIPOCH 00paboTKM U 3ammTel  UHQOpMANUUA  KOHOHICHIMAILHOTO
Xapakrepa;

- aHaJIM3 IIOJIHOTHI, KA4ecTBa M CBOEBPEMEHHOCTH BBIIIOJHECHUS MEPONPUSATHHA, MEpP U
TpeOOBaHMIA 110 3aIKUTE UHPOPMAIH KOHGHUICHINATBFHOTO XapaKTepa;

- aHau3 U OIEHKY 2 (dEKTUBHOCTH Mep IO 00ECHEeYEHHMI0 0e30MacHOCTH MHPOPMALUN
KOH(UACHIIMATHHOTO XapaKTepa.



o3 B xome TpOBemeHUS TEKYIIEro  KOHTPOIS IPOBOAUTCS MOHHTOPHHT
OesonacHOCTH MHQOPMAIMM KOHQUICHIMAILHOTO XapakTepa U OIEHUBAIOTCS IPHHIMACMELE
MEphI M0 3aluTe UHPOpMANUM KOHOUIEHIMATFHOrO XapakTepa B IIPOLECCE  OCYIIECTBICHHS
I'AY3 CO «III'b Ne20» moBcenHeBHOM [eATEIFHOCTH.

3.4. PesynbraTel KOHTPOIS OGOPMISIOTCS AKTaMH, MOMIEKAT ydeTy, MOBOIATCA MO
rmaaoro Bpada 'AY3 CO «II'b Ne20» um ciyxaT OCHOBOM MJIs IIPOBENECHUS CIyKEOHBIX
IIPOBEPOK, AHATUTHYCCKOM paGOTBI M IOAIOTOBKU MPEMIOKEHHN 10 COBEPIIEHCTBOBAHHIO
CUCTEMEI 3aIIUTH MH(GOPMAIIHH.

3.5. Ilo BBIABIEHHBIM B pe3yibTaTe IpoBeaeHus KoOHTpois (akram pasryalleHus,
yTeuKy MHpOpManuy KOH(UICHINAILHOTO XapakTepa, HECAHKIMOHMPOBAHHOTO JOCTYNA K Heil,
(akraMm HecOOMIOEHMS YCTAaHOBJICHHOTO IIOpsAKa oO0paGoTKM W 3ammTEl  MH(GOPMAIUHI
KOH(QUIEHIIMATBHOIO XapaKTepa, B TOM YHCIAC IOpPAAKA OOpameHus ¢ HOCHUTEISIMU TaKoif
MH)OpMAIMK, a TaKKe MHBIM (akTaM, KOTOPHIE MOTrYT HPHUBECTH K HapyIIEHHIO 0€30NacHOCTH
VHQOpPMAIMY KOHQUIEHIMAIBHOIO XapakTepa, MPOBOMWTCA CiIy)KeOHas IpoBepKa B  IIEJAX
paccieloBaHus U YCTPAHCHUS NPHYUH U YCIOBHI IOSABICHUS yKa3aHHBIX (akToB, pa3pabOTKU U
IOPUHATAS  MEp IO IPEJOTBPAICHUIO UX IIOCIENCTBUN, HEIONMYUICHUS UX B JajJbHEHINEM U
IIPUBJIEYEHHS K OTBETCTBEHHOCTY BUHOBHBIX JIMII,

4 . OTBETCTBEHHOCTD 32 HEHCIIOTHEeHHE (HeHAJIeKalee HCIOJTHEHHe)
HacTosimero IoJsioxkenust

4.1. Jluna, BHUHOBHEIE B HApyLIEHHUM HOPM, pETYJIHPYIONMX O0OpabOTKy M 3aIiuTy
MHGOPMALMK KOHGHUISHIIMATEHOTO XapaKTepa, YCTAHOBICHHBIX 3aKOHOJATENLCTBOM Poccuiickoit
Qenepanun, HacTosmuM IlookeHHEM M MHBIMHM JIOKAJBHEIMHA HOPMATUBHBIMU akTamMu I'AV3
CO «II'b Ne20», HecyT AMCHMIUIMHAPHYIO, IPaXKJAaHCKO-IPABOBYIO, aJIMHHUCTPATUBHYIO WU
YTOJIOBHYIO OTBETCTBCHHOCTH B COOTBETCTBUHU C 3aKOHOJATENbCTBOM Poccuiickoit @emeparium.

4.2. B ciyyae HapymieHHs mpaB M 3aKOHHEIX mHTepecoB I'AY3 CO «III'b No20» B
CBA3M  C DpasmialmieHueM  MHGOpMAalMM KOHQUIEHIMATLHOTO  XapakTepa WIA  HWHEIM
HETIPaBOMEPHEIM ~ UCIIOIB30BaHMEM Takoil uHbopmanmn, I['AV3 CO «III'b Ne20» pmpase
00paTUTBCS B YCTAHOBJIEHHOM IIOPSIIKE 32 CYAE€OHO 3aIUTON CBOUX IIPaB.

4.3. B ciayuae mpuBieuenus ['AY3 CO «III'b Ne20» K OTBETCTBEHHOCTH, HWHOTO
npuunHenns  ymep6a < T'AY3 CO «II'b Ne20» BciiencTBHe pasmialicHus — CBEICHUI,
cocrapiommx BpadeOHyro TaitHy, ['AY3 CO «II'b Ne20» BIpaBe mpuBIeYs BUHOBHEIX JIUI] K
OTBCTCTBCHHOCTH, B TOM YHCJIC MPEABABICHHEM PETPECCHOIO TpeOOBaHUS B  IOPSJKE,
YCTaHOBJIEHHOM 3aKOHOJ1aTenscTBOM Poccuiickoii @eneparuu.

S. 3axkJII04uTeJbHbIE MOJI0KEHHS

5.1.Hacrosmee IlomoxeHne BCTymaeT B CHIy C JAaThl YTBEPXKACHWS [JIABHBIM BPauoM

I'AY3 CO «1I'b Ne20» u BBOIUTCS B JeHicTBUE MprKa3oM riiaBHOro Bpaua I'”AY3 CO «III'b No20y.
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